
CyberSecurity



Two Most Common Types of Incidents

Ransomware Business Email Compromise



• Phishing

•Other Breaches / 
Credential Reuse

•Weak Passwords

Compromised 
Credentials / 
Lack of MFA

Common Attack Scenarios





• Phishing

• Other Breaches / 
Credential Reuse

• Weak Passwords

Compromised 
Credentials / Lack of 
MFA

• Public Facing 
Servers

• Firewalls

Exploited 
Vulnerabilities

• TeamViewer

• LogMeIn

Unauthorized Remote 
Access Applications / 
Shadow IT

• Remote Desktop 
(RDP)

Vulnerable Services 
Exposed to the 
Internet

Common Attack Scenarios



Stay Hidden & 
Maintain 

Access
Exfiltrate Data

Encrypt / 
Delete 

Backups

Encrypt 
Servers & 

Workstations

What Do Attackers Do Next?



Where to start?
What are the most important 
protective layers to instate 
immediately…

- Backups, done right!

- Subscribe to a framework

- Use a multilayered approach

- Implement MFA

- Patch and Update

- Maximize the tools you have

- Educate and build a security culture

- Train and test users

- Monitor vulnerable points(Darkweb)


